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Microsoft have announced  they are to continue providing 

support to XP. However, not all is as it seems.

Microsoft has decided to continue providing virus warnings for 
the ageing Windows XP operating system until 2015.

The warnings were due to end on 8 April 2014 when all other 
support for the software is scheduled to stop.

However, the numbers still running the 12-year-old operating 
system convinced it to provide more help.

Just under 30% of all desktop computers (globally) still operate 
Windows XP according figures published on NetMarketShare.

This doesn’t mean that those operating XP should relax. All 
this means is that it will continue to provide signatures for 
well-known malicious programs that will help Windows XP 
spot when viruses, trojans and other cyber-threats try to 
compromise a PC. The malware-spotting updates will be 
provided for Microsoft’s Security Essentials and for a wide 
variety of corporate tools used to protect large numbers of 
PCs.

To clarify, this means that, after April 8, 2014, Windows XP 
users will no longer receive new security updates, non-
security hotfixes, free or paid assisted support options, or 
online technical content updates from Microsoft.

Therefore, the majority of Windows XP SP3 and 
Office 2003 will go out of support on April 8, 2014.

What does end of support mean to you?

End of support means that you should take action. After April 
8, 2014, there will be no new security updates, non-security 
hotfixes, free or paid assisted support options or online 
technical content updates.

Running Windows XP SP3 in your business after the end of 

support date may expose your company to potential risks, 
such as:

• Security & Compliance Risks: Unsupported and unpatched 
environments are vulnerable to security risks. This may 
result in an officially recognized control failure by an internal 
or external audit body, leading to suspension of certifications, 
and/or public notification of the organization’s inability to 
maintain its systems and customer information.

• Lack of Independent Software Vendor (ISV) & Hardware 
Manufacturers support;

A recent report from Gartner Research suggests “many 
independent software vendors (ISVs) are unlikely to 
support new versions of applications on Windows XP in 
2011; in 2012, it will become common.” Specifically Sage 
have stated that whilst they will support Windows XP for their 
software update release later in 2013 there is no guarantee 
that the software release programmed for 2014 will support 
Windows XP.

But what does this really mean? Your Windows XP machines 
will continue to work as normal and there will not be any kind 
of limitations imposed on the OS crippling its usage. But it’s 
the unknown that users should be warned about to the fullest 
extent. Microsoft has publicly stated that no new patches will 
be released for Windows XP after April 2014. Just as was 
the case for Windows 98 and Windows 2000 now, driver 
releases for new hardware such as printers, monitors etc. 
will start to become non-existent for Windows XP around the 
April 2014 timeline.

Just testing........... 

http://marketshare.hitslink.com/report.aspx%3Fqprid%3D11%26qpaf%3D%26qpcustom%3DWindows%2BXP%26qpcustomb%3D0


Customers who purchase new hardware even for otherwise 
fully capable systems will run into compatibility issues. Third 
party solutions arise to get around these driver issues, but 
they are not always 100% guaranteed for all scenarios. The 
bottom line? Using XP after April 2014 is an “at your own risk” 
situation for customers.

However this is still not a compelling argument for mass 
migration of PCs to a new operating system; a recent report 
from IDC states:

Costs can soar with older PCs and older operating systems. 
This study found that for five-year-old PCs running Windows 
XP, user productivity costs per PC per year nearly doubled 
from $177 in year two to $324 in year five, while IT labour 
costs per PC per year jumped from $451 in year two to $766 
in year five. These higher costs were caused by a variety of 
problems, not all directly attributable to the operating system, 
but common in older solutions that required IT labour and 
help desk support activities. User productivity costs were 
driven up by higher levels of downtime caused by security 
woes, time wasted waiting for help desk response, and time 
spent rebooting systems.

IDC’s analysis shows that supporting older Windows XP 
installations, compared with a modern Windows 7–based 
solution, saddles organizations with a dramatically higher 
cost. Annual cost per PC per year for Windows XP is $870, 
while a comparable Windows 7 installation costs $168 per 
PC per year. That is an incremental $701 per PC per year for 
IT and end-user labour costs.

The conclusion is simple: Organizations that continue to 
retain a Windows XP environment not only are leaving 

themselves exposed to security risks and support challenges 
but also are wasting money that is better used in modernizing 
IT investments.

How do you mitigate the risk?

To mitigate the risk you must understand what parts of your 
IT infrastructure are vulnerable;         
                               

• Survey all of your PCs as to their operating system.

• Once you have identified the machines that are running 
Windows XP you then need to record the applications that 
are in use by these machines.

• These applications must then be tested on one of the 
newer operating systems in as near a real life environment 
as possible. Many software manufacturers will already be or 
have released versions of their software that is compatible 
with newer operating systems.

• However you may come across applications that cannot 
run on the newer operating systems. You will then need to 
source a replacement application and migrate your data. It is 
this scenario that necessitates early work to replace 
Windows XP.

Jalapeno Business Services can assist you to 
measure and mitigate against any possible issues 
that may arise from the end of life of Windows XP.

jalapeno.is more than just turning it off, then 
on again...
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